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Abstract

A de nition of securemulti-part y key exchangein the Canetti-Kra wczyk proof model is
proposed,followed by a proof of the security of the Joux tripartite key agreemen protocol
according to that de nition. The Joux protocol is then combined with two authentication
mecdanismsto produce a variety of provably securekey agreemen protocols. The proper-
ties and e ciency of the Joux based protocols thus derived are then compared with eadth
other and other published tripartite key agreemei protocols. It is concludedthat the Joux
protocol can be usedto generatee cien t yet provably secureprotocols.

1 Intro duction

A major goal of modern cryptography is to enabletwo or more userson an insecure(adversary
controlled) network to communicate in a con dential manner and/or ensurethat sud commu-
nications are authentic. In order to realize this goal, symmetric key cryptographic tools are
often useddue to their e ciency comparedto public key techniques. Howewer, useof suc tools
requires the creation of a secretkey (which is typically at least 100 bits long) known only to
the userscommunicating with ead other. Becauseof the impracticality of ead possiblepair
of userssharing a long term secretkey, public key and/or password-basedtechniques are used
to generatesud a key when it is required. An advantage of this method of key generation is
to keepdi erent sessionsndependert, which enablesthe avoiding of replay attacks (since the
wrong key will have beenusedfor the replay) and lessenghe impact of key compromise(since
only one sessionwill be exposed,not all previous communications).

Although recert progresshas been made on the use of formal proof models to prove the
security of key exchange protocols, one areawhere further work is required is the use of formal
proof modelsin conjunction with tripartite key agreemen protocols. Tripartite key agreemen
enablesthree parties to exciange a key so that they can all participate in a session. It can
also be usedto enable two parties to communicate in the presenceof a third party who may
provide chairing, auditing, data recovery or escrav services[1]. In 2000, Joux [13] proposeda
tripartite key exchangeprotocol basedon pairings on an elliptic curve (such asthe Weil or Tate
pairing) that required only one round, but was subject to a man-in-the-middle attack due to
its lack of any authentication mecanism. Al-Riy ami and Paterson [1] have modi ed the Joux
protocol in a variety of ways to overcomethis problem, yet without adding to the number of
rounds required by the protocol. Howewver, only one of their protocols was accompaniedby any
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sort of formal security proof, and that proof did not allow adaptive adversaries. In fact, aws
were found in preliminary versionsof their protocols, demonstrating the di cult y of ensuring
protocols are not awed without the use of formal security proofs.

In this paper, we provide security proofs for Joux-basedtripartite key agreemem protocols
that provide (implicit) key authentication. To do this, we adopt the Canetti-Krawczyk proof
model [9] (hereafter referred to as the ck -model), which was basedon the model of Bellare,
Canetti and Krawczyk [3]. The ck-model o ers the advantage of allowing modular proofs,
thus allowing di erent componerts to be proven secureseparately and then joined together to
produce a securekey exchange protocol. It also leadsto simpler, lesserror-prone proofs and
the ability to construct a large number of secureprotocolsfrom a much smaller number of basic
securecomponerts.

The modularity of the ck -model is gained by applying a protocol translation tool, called
an authenticator, to protocols proven securein a much simplied adversarial setting where
authentication of the communication links is not required. The result of such an application
is secure protocols in the unsimplied adversarial setting where the full capabilities of the
adversary are modelled.

Unfortunately, the de nition of securekey exchangeprovided by the original ck -model only
caters for two parties, and so a modi cation of the de nition is required to cater for tripartite
key exchange. Such a modi cation is proposedin this paper, in conjunction with the analysisof
the security and e ciency of the Joux [13] protocol. It transpires that the Joux basedprotocols
proposedand proven securein this paper require the samenumber of messagess an ordinary
discrete logarithm basedtripartite Di e-Hellman protocol. However, the Joux basedprotocols
have smaller messagesnd require a comparableamourt of computation.

2 Overview of the Canetti-Kra wczyk Approac h

Here a description of the ck -model is given. Further details canbe found in [3] and [9]. The ck -
model de nes protocol principals who may simultaneously run multiple local copiesof a message
driven protocol. Each local copy is called a sessionand has its own local state. Two sessions
are matching if ead sessionhas the samesessionidenti er and the purposeof ead sessionis
to establish a key betweenthe particular two parties running the sessions.A sessionis expired
if the sessionkey agreed by the sessionhas been erasedfrom the sessionowner's memory.
A powerful adversary attempts to break the protocol by interacting with the principals. In
addition to cortrolling all communications betweenprincipals, the adversary is able to corrupt
any principal, thereby learning all information in the memory of that principal (e.g. long-term
keys, sessionstates and sessionkeys). The adversary may impersonatea corrupted principal,
although the corrupted principal itself is not activated again and producesno further output
or messages.The adversary may alsoreval internal sessionstates or agreedsessionkeys. The
adversary must be e cien t in the senseof being a probabilistic polynomial time algorithm. An
unexmsal sessionis onesud that neither it nor a matching sessiorhas had its internal state or
agreedsessionkey revealed,and if the owner of the sessionor a matching sessionis corrupted,
the corruption occurred after the key had expired at the corrupted party.

De nition 1 (Informal) An ake protocol is called sessionkey (sk-) secureif the following
two conditions are met. Firstly, if two uncorrupted parties complete matching sessions,then
they both accept the samekey. Secondly, supsethe adversary chasesas a \test sessiofi one
that is completed, unexpired and unexpsel. Then if the adversaryis given either the session
key (in this caselet b= 0) or a random string (in this caselet b= 1), each with prokability 1=2,



the prokability of the adversary correctly guessingwhich one it received (i.e. correctly guessing
the value of b) is not greater than 1/2 plus a negligible function in the security parameter.

Two adversarial models are de ned: the unauthenticated-links adversarial model (um) and
the authenticated-links adversarial model (am). The only di erence between the two is the
amount of cortrol the adversary has over the communications lines betweenprincipals. The um
corresponds to the \real world" where the adversary completely cortrols the network in use,
and may modify or create messagesrom any party to any other party. The am is a restricted
version of the um where the adversary may choosewhether or not to deliver a messageput if
a messageis delivered, it must have been created by the speci ed senderand be delivered to
the speci ed recipient without alteration. In addition, any such messagemay only be delivered
once. In this way, authentication medanismscan be separatedfrom key agreememn medanisms
by proving the key agreemem securein the am, and then applying an authentication medanism
to the key agreemen messageso that the overall protocol is securein the um.

An authenticator is a protocol translator that takesan sk-secureprotocol in the am to an
sk-secureprotocol in the um. Authenticators can be constructed using one or more message
transmission ( mt -) authenticators. An mt -authenticator is a protocol which delivers one mes-
sagein the um in an authenticated manner. To translate an sk-secureprotocol in the am to
an sk-secureprotocol in the um an mt -authenticator can be applied to eady messageand the
resultant sub-protocols combined to form one overall sk-secureprotocol in the um. Howeer,
if the sk-secureprotocol in the am consistsof more than one messagethe resultant protocol
is usually optimized to reducethe number and size of messagesinvolving reorder and reuseof
messagecomponerts. This practice wasusedin the ck -model proposal[9], although without a
formal security proof.

The ck -model automatically ensuresthat secureprotocols also provide perfect forward se-
crecy[9] through the useof sessionexpiration. The ck -model alsoensuresthat secureprotocols
are immune to unknown key share attacks [7, pp. 139{140]. This can be shavn by contradic-
tion. Supposethat an unknown key shareattack existson an sk-secureprotocol. Let the attack
proceedby convincing party A that its key is sharedwith D, whenin reality the key is shared
with B. Then the two sessiongn question can be identied as(A; D;s) and (B;A; s) wheres
is the sessionidenti er. These sessionsare not matching (due to the di erent identities of the
supposedpatrticipants), soit is possiblefor the adversary to chooseone of the sessionsas the
test sessionand reveal the sessionkey of the other sessionand hencebreak the security of the
protocol, thus contradicting the original assumption. Therefore, sk-secureprotocols also resist
unknown key share attacks. Key compromiseimpersonation attacks [7, p.52] are not covered
by the ck -model sinceparties are unable to sendor receive messagesfter corruption (it is only
possiblefor the adversary to sendor receive on the behalf of the corrupted party).

3 Denition of Secure Tripartite Key Exchange

The de nitions of key exchangeprotocolsand sk-security in the am and um provided by Canetti
and Krawczyk in [9] are restricted to the caseof two participants. It is necessaryto extend
the existing de nitions to cater for at least three parties for usewith tripartite key exchange.
Therefore, the input to a key exdchange protocol running within ead party with identity P; is
rede ned to be (D;sid; role) , wheresid is the sessiondentier, D = fP;;P;;Py;:::gis the set
of identities of participants in the key exchangeand P; 2 D. We make the new requiremert that
one and only one publicly available function, f, be speci ed (for the purposeof linking party
identities to sessionidenti ers). It is then required that for all inputs of the form ( D; sid; role)

to key exchange protocols, f (D;s;d) = 1 for somed, and f (D®s;:d% = 0 for any setD°6 D



and any d°(including d®°= d). It is also required that sid be unique to ead party usingit. As
an example, let D = fP;;P;;Pxg, let H be a collision resistart hash function, and let Nj, N;
and Ny be noncesfreshly generatedby P;, P; and Py respectively, where the noncesare of a
su cien t length that the probability of any one of them previously having been generatedis
negligible. De ning s= H(P; k P; kK Px k Nj k Nj k Ni) (where k indicates concatenation) and
de ning f (fPi;Pj;Pkg;s;(N; KNj kNy)) = Lif andonly if s= H(P; K Pj KPy k Nj KN;j k Ny)
satis es all of the above requiremerts.

De nition 2 (Matc hing) Any u sessions(where each sessionis run by a di er ent party) are
matching if each sessionhasthe same sessionidenti er. In particular, any two sessionswith
the samesessionidenti er are said to be matching.

De nition 3 (Session key securit y) A t-party ke protocol is called sessionkey (sk-) se-
cure in the am (respectively um) if the following two properties hold for any adversary A
(respectively U) in the am (respectively um).

1. Protocol satis es the property that if t uncorrupted parties complete a set of t matching
sessionsthen they all output the samekey.

2. The prokability that A (respectively U) guessesorrectly the bit b from the test-session(i.e.
outputs b°= b) is no more than 1=2 plus a negligible function in the security parameter.
(That is, it can do no better than randomly guesswhich one it received.)

The two requiremerts of the de nition of sk-security in the t party casedirectly correspond
to the two requiremerts of sk-security in the two party case. The modied requiremerts
regarding the sessionidenti er are the major change in the caseof key exdange involving
more than two parties. The identities of the participating parties are linked to the session
identi er to make it easyto avoid scenarioswhere two or more sessionshave identical keys but
di erent sessionidentities due to di erent beliefsby the sessionsabout who is participating in
the protocol .

It is worth noting that in the ck-model, since uncorrupted protocol participants always
follow the protocol, a protocol participant, say A, cantrust another participant, say B, to pass
on correct input from a third party, sy C. The rst party, A, doesnot needto receiwe an
authenticated messagefrom C, but only an authenticated messagefrom B. A trusts that B
received an authenticated messagdrom C containing the information that B forwarded to A.

4 Tripartite Key Exchange Proto col in the AM

The notation usedby the tripartite key exchange protocol is as follows:
A; B;C : Protocol participants exchanging a secretkey.

P: Basepoint of the elliptic curve.

G1: Points on an elliptic curve with a suitable pairing.
Gy: Group of the samesizeas Gj.

n: Order of G1 and Go.

e:G1 G; ! Gy: An admissiblebilinear map (the properties of such a map are below).

Signature by X intended for Y. Specifying the intended recipiert clari es the pur-

poseof eah signature in protocol descriptions, although in practice the intended

recipient neednot be speci ed.

Encryption by X intended for Y. Specifying the senderclari es the purpose of

XEy : ead encryption in protocol descriptions, although in practice the senderdoesnot
necessarilyneedto be speci ed.

X<



An admissible bilinear map must be bilinear, non-degenerateand computable [5]. That is,
the map must satisfy e([a]P; [0]Q) = e(P; Q)2 for all P;Q 2 G, and all a;b2 Z, the map must
not sendall pairs in G; Gz to the identity in Gy, and there must be an e cien t algorithm
to compute e(P; Q) for any P;Q 2 G;. It is possibleto construct an admissible bilinear map
basedon either the Weil pairing or Tate pairing over an elliptic curve [12, 5].

Joux has described an unauthenticated broadcast tripartite key exchange protocol which
requiresonly oneround [13, 19], shown in Protocol 1. This protocol can be usedas a building
block in the ck -model to form authenticated tripartite key exchange protocols. However, be-
causethere are no authenticators available for broadcast protocols, proving this version of the
protocol securein the am is not a useful exercise. Therefore, Protocol 1 hasbeenmodi ed here
to create the unicast version of the protocol in the am showvn by Protocol 2. The messagesn
this version are almost identical to those of Protocol 1, the only di erence being the addition
of the sessionidenti er, sid, in all messages.The value of sid is not speci ed here, but the
ck -model assumest to be known by protocol participants beforethe protocol begins. In prac-
tice, the sessionidenti er may be determined during protocol execution [9, 20]. It is assumed
that messagedn the am implicitly specify senderand receiver. If it is not possibleto determine
the identities of all protocol participants from sid (e.g. the casewhere sid contains a hash of
the identities), it may be necessaryto include the identities of the participating parties in the
rst two messagedrom A. Howewer, sinceall parties must ensurethe correctnessof sid, suc
\hin ts" can be omitted from the formal protocol speci cation.

Al B;C: [aP aZ2rZ;
B! A;C: [OP b2r Z,
C! AB: [P c2r Z,
Key: e(P;P)2* = e([b]P; [c]P)? = e([a]P; [c]P) = e([a]P; [HP)°

Proto col 1: Joux broadcast protocol

A oninput (A;B;C;sid) : C on receipt of (sid; [a]P) :
A! B: (sid;[aP); a2gr Zn C! A: (sid;[cJP); c2r Zy
Al C: (sid;[a]P) C! B: (sid;[c]P)
B on receipt of (sid; [a]P) : SharedKey : e(P;P)a¢ = ¢g([bP;[c]P)?

e([a]P; [c]P)"
e([a]P; [P)°

B! A: (sid;[bP); b2r Zy
B! C: (sid;[0P)

Proto col 2: Joux protocol in the am without broadcast messages

The six message®f Protocol 2 can be reducedto four messagesy allowing one party to
act asmessengebetweenthe other two parties. Such a protocol hasbeencreatedin the course
of this researt and is shawvn by Protocol 3.

In order to prove the security of Protocols 2 and 3 in the am, it is necessaryto assume
that the Decisional Bilinear Di e-Hellman Problem (dbdh) is hard. The assumption hasbeen
studied in [11], and canbe described similarly to the DecisionalDi e-Hellman assumptionof [9]
as follows:

Denition 4 (DBDH assumption) Lete:G; Gi! Gy bean admissiblebilinear map that
takesas input two elementsof G; and outputs an elementof G,. Let n be the order of G; and
G», and let P be an elementof G;. Let two prokability distributions of tuples of sevenelements,
Qo and Qq, be de ned as:



B! A: (sid;[bP) (whereb2gr Zy)

C! A: (sid;[c]P) (wherec2r Zp)

Al B: (sid;[a]P;[c]P) (wherea2r Z,)

Al C: (sid;[a]P;[bP)

Key: e(P;P)2° = e([b]P; [c]P)? = e([a]P; [c]P)" = e([a]P; [H]P)°

Proto col 3: Variant of Joux protocol in the am that can be usedwith authenticators to create
e cien t um protocols

Qo = thGy; Gy; P; [a]P; [bIP; []P; e(P; P)2i : a:b:c 2 Zhg and
Q1 = thGy; G; P; [alP; [HIP; [c]P; (P; P) i : a;b;c;d 2r Zng.

Then the dbdh assumption statesthat Q¢ and Q1 are computationally indistinguishable.
Theorem 1 Given the dbdh assumption, Protocols 2 and 3 are both sk-secure in the am.

The proof of Theorem 1 is provided in Appendix B. It is possibleto modify the protocol
sothat the useof the dbdh assumptionin the proof can be replacedwith the useof a random
oracle. This also requires the proof to use the assumption that the Bilinear Die-Hellman
(bdh) problem is hard. Let e: G1 Gi ! G, be an admissible bilinear map that takes as
input two elemens of G; and outputs an elemen of G,. Let n be the order of G; and G,
and let P be an elemen of G;. Then the bdh problem [5] is to nd e(P;P)a when given
(G1; Go; P;[a]P; [b]P; [c]P), where a; band ¢ 2gr Z,. If the bdh problem is hard, there is no
polynomial time algorithm to solve the bdh problem with non-negligible probability.

One way to modify the protocol to use this proof method is to combine e(P; P )2 with

somesort of hash function to produce the key (e.g. H e(P; P)albc or a keyed hash function

He(P;P)abc ([a]P; [bIP; [c]P)). The logic of the proof is basedon the obsenation that sincethe
hashfunction is completely random, the adversary can only obtain information about the session
key by querying the hashfunction oraclewith the input that would have beenusedto generate
the sessionkey. Howevwer, if the adversary is able to produce such a value with which to query
the oracle, then the adversary is also able to break the bdh problem, which was assumedto

be hard. The formal proof proceedsin a similar fashion to that of the proof using the dbdh

assumption.

5 Applying Authen ticators to the Joux Proto col

In order to create an sk-secureprotocol in the um, it is necessaryto apply one or more au-
thenticators to the Joux protocol. Here we focus on two authenticators originally proposedby
Bellare et al. [3], sig (requiring the useof a signature stheme secureagainst adaptive chosen
messageattacks [17]) and ¢nc (requiring the use of an encryption scheme indistinguishable
under chosenciphertext attacks [4] and a securemac sdheme). Their speci cations are given
by Protocols 10 and 11 in Appendix A .

Applying sjg to ead messageof the Joux protocol (Protocol 2) results in Protocol 12 in
Appendix A. Howewer, it is possibleto optimize this protocol to produce a much more e cien t
version. This can be done by using [a]P in placeof ra and rR, [O]P in placeof rg and rg, and
[cJP in placeof rc and r2 to avoid creating and transmitting these extra nonces. In addition,
in most casesthe two signaturesproducedby ead party can be combined to a single signature
containing one copy of ead of the items originally contained in the two separate signatures.
Finally, only the sessionidenti er needsto be included at the beginning of eady um messageo
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determine to which sessionthe messagebelong. (In the speci cation of the mt -authenticators,
the messagesvere unique and the ertire messagdrom the am wasincluded at the start of eat
um messagedor this purposesincethere were no sessionidenti ers.) The resultant protocol in
the um is shavn by Protocol 4 and requiresa total of v e messagesand four signatures.

A! B: (sid;[a]P) (wherea2gr Zn)
B! C: sid;[aP;[blP; 4 (A;sid;[a]P;[0]P) (whereb2g Z,)
C! A: sid;[gP;[cP; &° (A;B;sid;[a]P;[HP;[c]P); 4 (A;sid; [a]P;[bP)
(wherec2gr Zp)
Al B: sid[cP; R (B;C;sid;[a]P;[HIP;[c]P); &° (A;B;sid; [a]P; [HP; [c]P)
B! C:  §(Cisid;[HP;[dP); &' (B;C;sid; [a]P; [b]P; [c]P)
Key: e(P;P)2c = ¢([bP; [c]P)? = e([alP; [c]P)" = e([a]P; [b]P)°

Proto col 4: Joux protocol authenticated with  gjq

It is possibleto combine £ (A; sid; [a]P; [0]P) and §(C; sid; [0]P; [c]P) from Protocol 4 into
onesignature at the expenseof an extra messageas shavn by Protocol 5. Protocol 6 is another
possibleum protocol where somemessagesiave beencombined after the authenticator hasbeen
applied to create a broadcast protocol. It has v e broadcastsand three signatures.

A! B: (sid;[aP) (wherea2gr Zy)

B! C: (sid;[a]P;[blP) (whereb2r Zp)

C! A: sid;[gP;[cP; &° (A;B;sid;[a]P;[HP;[c]P) (wherec2g Zy)

Al B sid; [cP; »°® (B;C;sid; [a]P; [HIP; [c]P) ; &° (A; B; sid; [alP; [bIP; []P)

Bl C ¢ (A; C;sid; [alP; [BIP; [cIP) ; »° (B; C;sid; [alP; [IP; [c]P)
BorC! A 2C (A; C;sid; [a]P; [B]P; [cIP)

Key: e(P;P)2° = e([b]P; [c]P)? = e([a]P; [c]P)" = e([a]P; [H]P)°
Proto col 5: Joux protocol authenticated with iy using a minimal number of signatures

A! B;C: (sid;[a]P) (wherea2gr Z)
B! C;A: (sid;[bP) (whereb2gr Z,)

C! A;B: sid;[cP; é;B (sid; A; B; [a]P; [0]P; [c]P) (wherec2gr Zp)
Al B;C: sid; 5°°(B;C;sid;[alP;[bP; [c]P)
B! A C:  S™(A C;sid; [a]P; [HP; [c]P)

Key: e(P;P)2 = e([b]P;[c]P)? = e([alP; [c]P)" = e([a]P; [b]P)*

Proto col 6: Joux protocol authenticated with gy, broadcast version

The g authenticator can be applied to Protocol 3 to produce Protocol 13in Appendix A.
This protocol can be optimized in a similar way to Protocol 12 to produce a protocol in the um
which requires v e messagedut only three signatures, shovn as Protocol 7.

A protocol resulting from applying the ¢nc authenticator to the am Joux protocol (Pro-
tocol 2) is described by Protocol 14 in Appendix A and an optimized version is described by
Protocol 8. The optimized protocol requires a total of v e messagessix encryptions and six
macs. Allowing messageso be broadcast doesnot changetheserequiremerts.




A! B: (sid;[a]P) (wherea2gr Zy)
B! C: sid;[a]P;[bP; é (A; sid; [a]P;[bIP)  (whereb2gr Zp)
C! A: sid;[bP;[c]P; é (A; sid; [a]P;[c]P) ; A (A;sid;[a]P;[0]P)  (wherec2r Z,)
Al B: sid;[cP; 2€(B;C;sid; [alP;[bP; [c]P)
AorB! C: sid;[cP; B¢ (B;C;sid; [a]P;[bP;[c]P)
Key:e(P;P)2* = e([b]P;[c]P)? = e([a]P; [c]P)" = e([a]P; [H]P)*

Proto col 7: Variant of Joux protocol authenticated with g

Al B: sid;[a]P; “Es(Nag); “Ec(Nac)
B! C: sid;[a]P;[b]P; BEc(Ngc); ®Ea(Nga); MACN,, (sid; [0P;A); AEc(Nac)
C! A: sid;[bP;[c]P; “Ea(Nca); “Es(Ncg); MACy . (sid; [c]P; A);
MACn; . (sid; [c]P; B); BEA(NBA);MACNAB (sid; [B]P; A)
Al B : sid;[c]P;MACy,, (sid; [a]P; B); MACn,, (sid; [a]P;C); “Es(Ncg);
MACy, . (sid; [c]P; B)
B! C: sid;MACn.; (sid;[b]P;C); MACn,, (sid;[a]P;C)
Key: e(P;P)2 = e([bP;[c]P)? = e([a]P; [c]P)® = e([a]P; [bIP)°

Proto col 8: Joux protocol authenticated with ¢

Another protocol using ¢nc can be constructed in the um, by using the variant of the
Joux protocol in the am (Protocol 3). The unoptimized protocol is shavn by Protocol 15 in
Appendix A. The optimized version is shavn by Protocol 9 and requires v e messagesfour
encryptions and four macs. In a broadcast version of the protocol, the last two messagesan
be conmbined into one broadcast so that only four messagesare required. However, the same
number of encryptions and macs are still required by the broadcast version.

Al B : sid;[a]P; “Es(Nag); “Ec(Nac)
B! C: sid;[aP;[blP; BEa(Nga); MACy,, (sid; [0]P;A); AEc(Nac)
C! A: sid;[0P;[c]P; “Ea(Nca); MACN,. (sid; [c]P; A);
BEA(Nga); MACy,, (sid; [0]P;A)
Al B : sid;[c]P; MACng, (sid; C;[a]P;[c]P; B); MACn., (sid; [a]P;[b]P; C)
A=B! C: sid; MACy,, (sid; [a]P;[b]P; C)
Key: e(P;P)ac = ¢([bP; [c]P)? = e([alP; [c]P)" = e([a]P; [l]P)°

Proto col 9: Variant of Joux protocol authenticated with  gnc

6 Eciency of Joux Based Proto cols in the UM

Table 1 shaws the e ciency of ead of the dierent optimized protocolsin the um described in
Section5. The table showsthat the e ciency of eath schemedependsheavily onthe signature or
encryption schemechosenfor the implementation. Sincethe protocolswill be executedusing an
elliptic curve where a pairing is available that can be usedasthe basisof an admissiblebilinear
map (as de ned at the beginning of Section4), the suitabilit y of various pairing-basedsignature
and encryption schemesfor the above protocols has beeninvestigated. A brief description of
eath schemeis included below, and the e ciency of eadh schemesummarizedin Tables2 and 3.

M-L This identit y-based signcryption scheme was proposedby Malone-Lee[16]. A summary
of its e ciency is also provided by Nalla and Reddy [18. The sceme provides non-
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Table 1: Operations and messagesequired by tripartite um protocols

Protocolnumber | 4 5 7 7 6 8 9 9
Broadcastused 'N N N Y Y [NY N Y
Messages 5 6 5 4 5 5 5 4
Signatures 4 3 3 3 3 - - -
Veri cations 6 6 4 4 6 - - -
Encryptions e 6 4 4
Decryptions - - - - - 6 4 4
macs s 6 4 4
Scalar mults. 3 3 3 3 3 3 3 3
Exponertiatons |3 3 3 3 3 3 3 3
Pairings 3 3 3 3 3 3 3 3

Table 2: E ciency of signature schemesusing pairings

Scteme Signature Veri cation
Pair. Exp. Sc.mul. Other Pair. Exp. Sc.mul. Other
Hess - 1 1 1+(1) 1 -
BLS - - 1 2 - -
CcC - - 2 2 - 1
LQ D 2 1.4 symm. enc. | 2+(2) 1 - symm. dec.
M-L Q) - 3 3+(1) 1 -
SOK - - 2 2or3 - -

(y) indicates an additional y operations required in a precomputation.




repudiation if the plaintext is surrenderedto the party required to perform an independen
veri cation. The scheme can therefore be usedin place of a signature schemeif desired.

NR This identit y-based encryption scheme (requiring a trusted authority) was proposed by
Nalla and Reddy [18]. The trusted authority can alsobe usedto provide non-repudiation.

BLS This schemeto provide short signatureswas proposedby Boneh, Lynn and Shadham [6].
The scheme is not identit y-based and allows di erent signaturesto be conmbined, thus
saving bandwidth (at the expenseof extra computation). The schemecan alsebe usedfor
batch veri cation, to increaseveri cation e ciency if seweral userssignthe samemessage.

Lynn This scheme to provide authenticated identity-based encryption was proposed by
Lynn [15]. The sdheme does not provide non-repudiation [14] and so can not be used
in place of a signature scheme. It is noteworthy that this scheme actually usesfewer
pairings than the BF schemewhich provides encryption only. Howeer, the Lynn scheme
doesrequire use of symmetric encryption and decryption algorithms.

CC This schemeto provide an identit y-basedsignature was proposedby Cha and Cheon[10].

Hess This scheme was proposedby Hess[12] and is an identit y-based signature scheme. The
paper alsoincludes a comparisonwith the cc and sok schemes.

SOK This schemewas proposedby Salkai, Ohgishi and Kasaharaand an e ciency analysisis
provided by Hess[172)].

BF This identit y-basedencryption schemewas proposedby Boneh and Franklin [5].

LQ This identit y-based signcryption scheme was proposedby Libert and Quisquater [14]. It
can require the use of a symmetric encryption and decryption scheme, and can be used
as either a signature or an encryption scheme sinceit provides non-repudiation because
any party can verify the origin of the ciphertext. Howewer, veri cation of the origin of
the plaintext requires the key used for the symmetric encryption to be provided to the
party performing the veri cation. Another property of the schemeis that the symmetric
encryption and decryption can be replaced by someextra modular multiplications if the
plaintext to be encrypted is only short. The signcryption requires a total of two scalar
multiplications, but these can be performed together in the time of about 1:4 scalar
multiplications.

Although the signcryption schemescan be used as either a signature or encryption schemes,
care must be taken when performing an e ciency analysis of the resulting um protocol, since
extra signaturesmay needto be createdif a single signature was intended for useby more than
one recipiert in the original um protocol.

Sincethe pairing operation is the most expensiwe of those performed by the signature and
encryption schemesunder consideration, the authenticated identit y-basedencryption schemeof
Lynn appearsto be the most promising from an e ciency viewpoint. Combining it with the
protocol requiring the least number of operations, Protocol 9, leadsto an implementation of
the Joux protocol in the um requiring three on-line pairings to compute the key (one per party)
and four o -line pairings. Four instead of eight o -line pairings are required since someof the
o -line pairings can be reusedand neednot be calculated twice.

Table 4 provides a comparison of the number of operations required by Protocol 9 and
thoserequired by the tripartite protocolsproposedby Al-Riy ami and Paterson[1] and basedon
Joux's protocol, t ak- 1to t ak- 4 andt ak c. The table showsthat thoseprotocolsusingbroadcast
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Table 3: E ciency of encryption schemesusing pairings

Sceme Encryption Decryption
Pair. Exp. Sc.mul. Other Pair. Exp. Sc.mul. Other
Lynn (1) - - symm. enc.| (1) - - symm. dec.
BF 1) 1 1 1 - 1
NR 1) 1 2 2+1) 1 -
option option
LQ D 2 1.4 symm. enc. | 2+(2) 1 - symm. dec.
M-L (1) - 3 3+(1) 1 -

(y) indicates an additional y operations required in a precomputation.

Table 4: Operations and messagesequired by Al-Riy ami and Paterson's tripartite protocols
comparedwith Protocol 9

Protocol name | TAK-1 TAK-2 TAK-3 TAK-4 TAKC 9 9
Broadcast used Y Y Y Y N N Y
Messages 3 3 3 3 6 5 4
Signatures - - - - 3 - -
Veri cations - - - - 6 - -
Symmetric

encryptions - - - - 3 4 4
Symmetric

decryptions - - - - 6 4 4
macs - - - - - 4 4
Scalar mults. [3] [3] [3] 6 + [3] [3] [3] [3]
Exponertiations | 3+ h3i 6 3+ I3i 3 3 3 3
Pairings 3+ I3 9 6+ h3i 3 3 3+ (4) 3+ (4)

y + hxi indicates a total of y + x operations are required, but x operations may be precomputed if identities
and long term keys of participants known in advance. A new precomputation is required for eath key exchange.

y+ (x) indicates a total of y+ x operations are required, but x operations may be precomputed if identities of
participan ts known in advance. The precomputation is reusablefor any key exchangeinvolving those participan ts.

[x] indicates that x operations may be precomputed, but a new precomputation is required for eath key
exchange.

messagegt ak- 1 to t ak- 4) only require 3 messageswhich is lessthan the most e cien t of the
protocols proposedhere. Howewer, such protocols do not provide messageauthentication, only
implicit key authentication. Protocol 9 has the advantage that parties accepting a secret key
can be surethat the messagesipon which they acted were not generatedby a malicious party
or replays of old messagesthe other parties actually participated in the key exchange.

It is alsopossibleto compareProtocol 9 with existing schemesfor group key exchangebased
on the ordinary useof discrete logarithms, sudch asthat of Bresson,Chevassut, Pointcheval and
Quisquater [8], herein denoted the bcpg scheme. This scheme can be corverted to a tripartite
key exdchange protocol requiring eight exponertiations (two of which can be precomputed),
three signatures and four veri cations. If a signature scheme such as dsa is used, signing
takes one exponertiation (which can be precomputed) and veri cation takestwo simultaneous
exponertiations, or about the time of 1.2 single exponertiations. Thus the bcpg scdemetakes
the total time of 10.8 online exponertiations and 5 o ine exponertiations, whereasProtocol 9
requires 3 exponertiations and 3 pairings online. Therefore, if a pairing can be computed in
the time of 2.6 exponertiations, the Joux basedschemewill be as e cient in terms of online
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computation asthe bcpgq scheme. Figures due to Barreto, Kim, Lynn and Scott [2] indicate
that a 512bit pairing takesabout 2.5times aslong asa 1024bit exponertiation with a 1007 bit
exponert (20msfor a pairing comparedto 7.9msfor an rsa signature) or 4.9 times aslong asa
1024 bit exponertiation with a 160 bit exponert (20ms for a pairing comparedto 4.09msfor a
dsa signature). Thus Protocol 9 comparesfavourably to the bcpg schemeif a large exponert
is used with that scheme, but not if a small exponert is used. Howewer, there has recertly
beena substartial amount of researén on improving pairing e ciency, and it is possiblethat
the e ciency of pairings may improve to the extent that Protocol 9 is more e cien t than the
bcpq sdemefor small exponerts also.

7 Conclusion

The ck -model hasbeenusedto examinethe security of tripartite key exchangeprotocolsbased
on the Joux protocol. A new de nition of security for key exchange protocols with more than
two participants hasbeenprovided, and a proof of security for the Joux protocol in the am given.
The e ciency of the um protocols created by conbining the Joux am protocol with signature
and encryption based authenticators has been analysed, and the e ciency of various pairing
basedencryption and signature schemeswhich could be usedin the authentication medanism
hasbeensummarized. It hasbeenconcludedthat a securetripartite key exdhangeprotocol can
be formed that requires three on-line and four o -line pairings. This protocol also compared
favourably with other published tripartite key agreemen protocols.
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A Authen ticators and Unoptimized Proto cols

This appendix contains two previously published authenticators, aswell asunoptimized versions
of the protocols described in this paper. The protocols are generatedby applying one of the
authenticators to ead messageof a protocol that has beenproven securein the am.

Proto col 10: ¢nc Proto col 11: g
A B A B
m m
Ng 2g f0; 1g¥ rg 2gr f0; 1g¢
m; BEa(Ng) m;rg
m; macy, (m; B) m; E(m;r8;$)
Proto cols 10 and 11: Encryption and signature-basedmt -authenticators, enc and sig

Al
B!
Al
Al
C!
Al
B!
Al
B!
B!
C!
B!
C!
Al
C!
C!
B!
C!

vy)

WOWP>>TOPTPOTOI>PTI>O>POE>>

(sid; [a]P)
(sid; [a]P;rg)
sid; [a]P; B (sid; [a]P;rg;B)
(sid; [a]P)
(sid; [a]P;r¢)
sid; [a]P; § (sid; [a]P;rc; C)
(sid; [bIP)
(sid; [0P;ra)
sid; [0]P; & (sid; [0]P;ra;A)
(sid; [b]P)
(sid; [P r2)
sid; [BP; S (sid; [BP;r2;C)
(sid; [c]P)
(sid; [c]P;rQ)
sid; [JP; 2 (sid; [cP;rQ;A)
(sid; [c]P)
(sid; [c]P;rg)
sid; [c]P; & (sid; [P;r3;B)

(wherea 2r Z,)
(whererg 2r fO; 1gk)
(whererc 2R f0; 1gk)

(whereb2gr Z,)
(whererp 2gr fO0; 1gk)
(whererQ 25 f0; 1g%)

(wherec2gr Zy)

(where 9 2 f0;1g)

(wherer3 2g f0;1g%)

Key: e(P;P)2* = e([b]P; [c]P)? = e([a]P; [c]P) = e([a]P; [HP)°

Proto col 12: Joux protocol authenticated with

14

sig, not optimized




B! A: (sid;[bP) (whereb2gr Z,)
Al B : (sid;[OP;ra) (whererp 2gr f0; 1gk)
B! A: sid;[0P; & (sid;[0]P;ra;A)
C! A: (sid;[c]P) (wherec2gr Z;)
Al C: (sid;[c]P;r9) (where rQ 2 f0; 1g%)
C! A: sid;[c]P; 2 (sid;[c]P;rQ;A)
Al B : (sid;[a]P;[c]P) (wherea 2r Zp)
B! A: (sid;[aP;[dP;rg) (Whererg 2g 0; 1g%)
A! B: sid;[a]P;[c]P; E (sid; [a]P; [c]P;rg ; B)
Al C: (sid;[a]P;[b]P)
C! A: (sid;[a]P;[0P;rc) (whererc 2g f0; 1g5)
Al C sid; [a]P; [BP; § (sid; [a]P; []P;rc; C)

Key: e(P;P)2° = e([b]P; [c]P)? = e([a]P; [c]P)" = e([a]P; [H]P)°

Proto col 13: Variant of Joux protocol authenticated with g, not optimized

A! B: (sid;[a]P) (wherea2r Zp)
B! A: sid;[a]P; BEa(Nga) (where Nga 2R f0; 1g¥)
Al B : (sid;[a]P; MACn,, (sid; [a]P;B))

Al C: (sid;[a]P)

C! A: sid;[a]P; “Ea(Nca (where Nca 2g f0;1g9)
Al C: (sid;[a]P;MACy,, (sid;[a]P;C))

B! A: (sid;[0P) (whereb2gr Z,)
Al B: sid;[bP; AEs (Nag (where Nag 2 f0;1g)
B! A: (sid;[0P;MACy,, (sid; [0P;A))

B! C: (sid;[bP)

C! B: sid;[bP; “Es(Ncs (where N¢g 2 f0; 1g¥)
B! C: (sid;[0fP;MACy,, (sid; [b]P;C))

C! A: (sid;[c]P) (wherec2gr Zy)
Al C: sid;[dP; AEc(Nac (Where Nac 2g f0; 1g%)
C! A: (sid;[c]P; MACn,. (sid;[c]P;A))

C! B: (sid:[dP)

B! C: sid;[dP; BEc(Ngc (where Ngc 2r 0;1g%)
C| B : (sid; [c]P; MACy, (sid; [c]P; B))

ey: e(P;P)?° = e([bP; [c]P)? = e([alP; [c]P)" = e([a]P; [b]P)°

Proto col 14: Joux protocol authenticated with  ¢nc, not optimized
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B! A: (sid;[bP) (whereb2gr Zy)
Al B: sid:[0P; AEs(Nag (where Nag 2r f0: 1g%)
B! A: (sid;[bP; MACHN,, (sid;[0]P;A))

C! A: (sid;[c]P) (wherec2gr Zy)
Al C: sid;[dP; AEc(Nac (where Nac 2g f0; 1g5)
C! A: (sid;[c]P; MACn,. (sid;[c]P;A))

Al B : (sid;[a]P;[c]P) (wherea2r Zy)
B! A: sid;[a]P;[c]P; BEa(Nga) (where Nga 2R f0:1g%)
Al B : (sid;[a]P;[c]P; MACy,, (sid;[a]P;[c]P;B))

Al C: (sid;[a]P;[bP)

C! A: sid;[a]P;[b]P; Ea(Nca (where Nca 2g f0;1g%)
Al c (sid; [a]P; [b]P; MACy.. , (sid; [a]P; [b]P; C))

ey: e(P;P)* = e([bP; [c]P)? = e([alP; [c]P)" = e([a]P; [b]P)°

Proto col 15: Variant of Joux protocol authenticated with ¢nc, not optimized

B Proof of Theorem 1

This appendix provides the proof of Theorem 1, which is repeated below for corvenience:

Theorem 1 Given the dbdh assumption, Protocols 2 and 3 are both sk-secure in the am.

Pro of: The proof is almost identical to that of the Die-Hellman key exdange provided
in [9]. Howewer, changesare required to cater for the participation of three parties instead of
two and the use of the dbdh assumption instead of the decisional Di e-Hellman assumption.
To seethat the rst requiremert of De nition 3 is met (if three uncorrupted parties complete
matching sessionghen they all output the samekey), note that if A, B and C are uncorrupted,
then they all compute the samekey. Note that the sessionidenti er, sid, uniquely binds the
values[a]P, [b]P and [c]P aswell asthe identities of the parties, A, B and C, to theseparticular
matching sessions.The valuesare di erentiated by sid from other valuesthat A, B and C may
exdhangein other (possibly simultaneous) sessions.In addition, the valuesare di erentiated by
sid from other valuesthat any of A, B or C may exchange with dierent parties (i.e. parties
other than A, B or C).

To seethat the secondrequiremert of De nition 3 is met by both protocols (the probability
that A guessegorrectly the bit b saying whether it received the key or a random value for the
test sessionit choseis no more than 1/2 plus a negligible function in the security parameter),
assumeto the cortrary there is a ke -adversary A in the am against the protocol that has a
non-negligible advantage in guessingcorrectly the bit b. A distinguisher D that distinguishes
betweenthe distributions Qg and Q1 with non-negligible probability can then be constructed
using A, thus reaching a cortradiction with the above dbdh assumption. The input to D is
denotedby (G1;G2;P;e;; ; ; ) andis chosenfrom Qg or Q1 ead with probability 1/2. Let |
be an upper bound on the number of sessionsnvoked by A in any interaction. The distinguisher
D usesadversary A as a subroutine and proceedsas follows:

1. Chooser 2r fl:::lg. Invoke A on a simulated interaction in the am with parties
P1;:::; Pm running the above protocol. Hand A the valuesspecifying G1; G, asthe public
parametersfor the protocol execution.

2. Whenewer A activates a party to establish a new session(except for the r-th session)or
to receive a messagefollow the instructions of the protocol on behalf of that party. When
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a sessionis expired at a player erasethe corresponding sessionkey from that player's
memory. When a party is corrupted or a session(other than the r-th session)is exposed,
hand A all the information corresponding to that party or sessionasin a real interaction.

3. When the r-th sessionsay (A; B; C; sid), is invoked to exchangea key betweenA, B and
C, let the protocol be carried out as speci ed, exceptthat the values[a]P, [b]P and [c]P
are replacedwith , and

4, If session(A; B; C;sid) is chosenby A asthe test-session,then provide A with asthe
answer to this query.

5. If the r-th session(A; B; C; sid) is ever exposed,or if a sessiordi erent to the r-th session
is chosenasthe test-session,or if A halts without choosing a test-sessionthen D outputs
B’2R f0; 1g and halts.

6. If A halts and outputs a bit b°then D halts and outputs b°too.

Note that the run of A by D (up to the point where A stopsor D aborts A's run) is identical
to a normal run of A against the above protocol. In the casewhere the test sessionsid chosen
by A coincideswith the sessionchosenat random by D (i.e., the r-th sessionas chosenin
Step 1), the responseto the test-query of A is . Thus, if the input to D camefrom Qg then the
responsewasthe actual value of the key exchangedbetweenA, B and C during the test-session
sid (since, by construction, the sessionkey exchangedin Step 3 of the instructions for D is

= e(P;P)a%°). On the other hand, if the input to D camefrom Q1 then the responseto the
test query was a random pairing, i.e. a random value from the distribution of keys generated
by the protocol. In addition, the input to D was chosenwith probability 1=2 from Q¢ and with
probability 1=2 from Q; and so the distribution of responsesprovided by D to the test query
of A is the sameas speci ed in the de nition of sk-security. In this case,the probability that
A guessegorrectly the value of bis 1=2+ for non-negligible . Howewer, this is equivalert to
guessingwhether the input to the distinguisher D camefrom Qg or Q1, respectively. Thus, by
outputting the samebit as A, the distinguisher D guessesorrectly the input distribution Qg
or Q1 with the sameprobability, 1=2+ , asA did.

Now considerthe casein which the r-th sessionis not chosenas a test-session.In this case
D always endsoutputting a random bit, and thus its probability of guessingcorrectly the input
distribution is 1=2.

Sincethe rst case(in which the test-sessionand the r-th sessioncoincide) happens with
probability 1=l while the other casehappenswith probability 1 1=l we nd that the overall
probability of D guessingcorrectly is 1=2 + =l, and thus D succeedsin distinguishing Qg
from Q1 with non-negligible advantage. Sincethis corntradicts the original dbdh assumption,
the assumption that there is an adversary A in the am against the protocol that has a non-
negligible advantage in guessingcorrectly the value of b is false. Hencethe secondrequiremert
of De nition 3 is met and this completesthe proof.
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