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Abstract. A general technique of batch veri cation for equality of dis crete logarithms is proposed.
Examples of batching threshold decryption schemes are pregnted based on threshold versions of three
popular cryptosystems - ElGamal, RSA and Paillier. Our tech nigue o ers large computational savings

when employed in schemes with a large number of ciphertexts to be decrypted, such as in e-voting
or e-auction schemes using threshold decryption. The resuting e ect is bene cial for producing more

e cient schemes.
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1 Introduction

Threshold decryption [16, 20, 12] is essential in fault-tokrant schemes, whether it is e-commerce
(e.g: e-auction) or e-government (e.g: e-voting). In a threhold decryption protocol, the public
(encryption) key is published, while the corresponding private (decryption) key is shared amongn
participants. A threshold t < n is set, such that more thant participants are required to cooperate
to decrypt a ciphertext while the cooperation of no more thant participants will nd no information
about the decryption key. In e-auction, these participants are auctioneers sharing the power to open
the bids. In e-voting, the participants are counting authorities sharing the power to tally the votes.

To ensure correctness, it is necessary to guarantee that thehared decryption is performed
correctly through some public veri cation functions, with out revealing the encrypted message, the
private key, and its shares. In many popular cryptosystemsthe veri cation process is implemented
by using zero-knowledge proof of equality of discrete logithms (PEQDL ) [6].

However, applications such as those mentioned in the previgs paragraph process many cipher-
texts. Thus, they require many instances of such proofs. Ths lead to costly veri cation computations
which can further develop into a bottleneck.

1.1 Performance Issue

Consider a secure e-auction [1,18] or e-voting scheme [2812], where the submitted bids or
ballots are required to be anonymous. After the encrypted hils or ballots are made anonymous
through the use of an anonymous channel (e.g: mix network), liey are decrypted by the decryption

? This is the full paper containing details of batching correc t decryption shares for Paillier cryptosystem. The
proceeding version of this paper is published in Applied Cryptography and Network Security]ACNS 04 , volume
3089 of LNCS, pages 494{508, 2004



authorities. Each decryption share requires a proof of comct decryption. The proof is required to
verify and identify correct decryption shares to reconstruct the original bid or vote. Veri cation
of many instances of such proofs leads to costly computatiorwhich can further develop into a
bottleneck a ecting the performance of the scheme.

Batching is a useful technique to decrease computational &b in processing the proofs of correct
decryption together. Bellare et al. [3] proposed three batch veri cation techniques - RS (randan
subset) test, SE (small exponent) test, and Bucket test. However, their scheme is not applicable
to our threshold decryptions veri cation problem for two re asons. Firstly, their techniques batch
the veri cation of common base exponentiations, not the vei cation of PEQDLs (i.e: common
exponent). Secondly, Boyd and Pavlovski [5] demonstrated liat although the theorems in [3] are
correct, their application in the paper is inappropriate since the assumptions on the group structure
are not strong enough. Hoshinocet al. [13] later xed and extended Bellare's work to batch verify
exponentiations in multiple bases. However, this is also irelevant to our problem of batch verifying
PEQDLs with a common exponent.

1.2 Main Contributions
The following summarises our main contribution presented i the paper:

1. We x the problem presented by Boyd and Pavlovski in SE test and also extend the test to
batch verify PEQDLSs.

2. We present and formally prove theorems on the extended tés

3. We present applications of the theorems to verify valid deryption shares in threshold versions
of three popular cryptosystems - threshold ElIGamal, threslold RSA, and threshold Paillier.

Our result improves computational e ciency of verifying va lid decryption shares in threshold de-
cryption. As threshold decryption is fundamental in various applications (e.g: e-auction, e-voting,
e-cash) to provide robustness, our result o ers improvemenin e ciency, performance and practi-
cality when integrated with many schemes.

The remainder of this paper is structured as follows. Sectin 2 o ers an introduction to threshold
decryption. Section 3 presents two theorems and their corrgponding proofs essential to our result.
In section 4, the theorems are applied to threshold version®f the three popular cryptosystems.
Sections 5 and 6 analyse the security and e ciency of our apped batch veri cation. Section 7 is a
conclusion.

2 Background

In this section we recall decryption of a single ciphertext h threshold decryption schemes for
simplicity. Note that many schemes require decryption of many ciphertexts in threshold decryption.

2.1 Threshold Decryption

In a threshold decryption scheme, a secres is encrypted using some public-key encryption algo-
rithm as ¢ = E(s). The private decryption key d is shared by using Shamir's {;n) secret sharing

di, a share ofd. The ciphertext c is partially decrypted by each P; asz = Dy (c), and later recon-
structed using the decryption shares from the setS containing at least t + 1 honest participants by
Lagrange interpolation.
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A veri cation function V(c;z;v;) is used to determine honest participants. Normally the vei-
cation key v; of participant P; contains a commitment to d;.

Threshold decryption is often employed in many crypto-base applications. The three most
commonly used are threshold versions of EIGamal, RSA, and Rbier algorithms. E-auction and
e-voting schemes employing them include [12, 2,4, 8, 1, 18].

2.2 Threshold ElGamal

Pedersen [16] presented a threshold EIGamal signature same. It is straight-forward to adjust the
scheme into a threshold decryption protocol. We recall the potocol as follows:

1. Key generation and sharing:
Randomly select a large primeq, such that p=2q+ 1 is also a prime. G is a cyclic subgroup
in Z, of order g with a generator g. The private decryption key is d 2 Z4, while g and e = g% is

the public encryption key. Using Shamir's secret sharing seeme, letf (x) = ﬁ:o arx", where

2. Encryption:
Select a randomr 2 Z4 and encrypt a secret message 2 Z, as a pair (; ), where = ¢ and
= s€.
3. Shared decryption:
Each participant P; computes the decryption sharezi = % and proves the knowledge of the
secret shared; using non-interactive zero-knowledge that:

logy(vi) = log (zi) (1)

Sinceq is public, g and can be publicly veri ed to be generators of G.

4. Shares combining:
Correct decryption share z; of P; is veried as P; proves the knowledge ofd; shown in the
previous step.S is the set of more thant + 1 participants providinggcorrect shoares. The original

message is reconstructed by computing = @——-—, where i = o508} 77
i2S 4 '

2.3 Threshold RSA

Shoup [20] presented a threshold version of RSA signature seme, which can be adjusted to a
threshold decryption scheme as shown by Fouquet al. [12]. We recall the scheme as follows:

1. Key generation and sharing:
Randomly select primesp®and o°, such that p=2p°+ 1 and q=2¢°+ 1 are strong primes. Set
N = pgand M = p%° Select a primee > n and compute d, such that ed = 1 mod N. The
public encryption key is PK = (N;Fe), while d is the private decryption key. Using Shamir's
secret sharing scheme, lef (x) = ﬁzo a;x" mod M, where ag = d and random values for

participants P;. Randomly select a veri cation basev in the cyclic group of squares inZ, . Each
participant P; then computes the veri cation key v; = v& mod N. The parametersN; e;v and

2. Encryption:
Encrypt a secret messages asc= s® mod N .



3. Shared decryption:
Each participant P; computes the decryption sharez; = 29 i, where = n! and proves the
knowledge of the secret sharel; using non-interactive zero-knowledge that:

log, (vi) =log o+ (2) )

Notice that as v and ¢* are squares, Shoup argues that they are of ordeM with a large
probability (accurately: 1 %). Thus, the proof is assumed to be PEQDL in a group with
a known order.

4. Shares combining:
Correct decryption sharez; of P; is veri ed as P; proves the knowledge off; shown in the previous
step. S is the set of more thant+1 pa&icipants providing correct shar@s. The original message is
obtained by rst calculating s* ° = i25zi2 ' mod N, where = 7 g0 F,'O—I Sincee > n
is relatively prime to 4 2, extended Euclidean algorithm can be applied to obtaina and b, such
that a 4 2+ b e=1. Therefore, s is reconstructed ass = s¥ “sPe=(s* *)ac® mod N .

As in the original scheme [20,12], parameters in the key gemnation and sharing stage are
generated by a trusted dealer. The random veri cation basev is trusted to be in the cyclic subgroup
of squares inZy, . Therefore,v and v; are squares in the group oz ,. As a result, when veri cation
of Equation 2 is performed to check the validity of the decrygion share, it is guaranteed to be
PEQDL in the same cyclic group with a large probability.

2.4 Threshold Paillier

Based on Shoup's threshold version of RSA signature, Fouquet al. proposed a threshold version of
Paillier cryptosystem [14] in the context of voting or lotte ries [12]. The scheme was later improved
by Damgrd and Jurik [10] oriented toward a homomorphic e-voting scheme. More details of the
algorithm are provided in Appendix B.

3 Batch Veri cation for Equality of Logarithms

In many cryptographic applications as mentioned in the prevous sections, normally there are
many ciphertexts (¢j) to be processed in threshold decryption. This is illustraed in Figure 1.

For m encrypted messages to be decrypted by authorities, one requiresm n instances of
PEQDL veri cations of decryption share z;; (participant i's decryption share from ciphertext ¢ ).

Veri cation of correct shared decryption for every share z;; is the greatest factor contributing to

computational cost in a threshold decryption scheme.

Techniques presented in [3], [5] and [13] only address batceri cation for modular exponen-
tiation. However, tests in [3] can be modi ed and extended tobatch verify PEQDL. Hence, the
e ciency of the threshold decryption scheme, as discussed the previous paragraph, can be greatly
improved.

This section presents two theorems on the modi ed SE test to latch verify PEQDL, i.e: verifying
common exponent. Batching veri cation of common base is als brie y discussed. In Section 4, the
theorems are used as a foundation to the applications propesl.

RS test randomly selects subsets of the instances to be vegd in avoiding \bad pairs". This test
is not su ciently e cient, and thus is not discussed in this p aper. SE test introduces random small
exponents on the instances, such that an attacker needs to @ss the random values to produce
an accepted incorrect batch. This test is more suitable for ar purpose and we modify this test
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Fig.1. Threshold decryption of n participants fP;g, m ciphertexts f ¢ g, mn decryption shares f z;; g, recovering m
secret messages s g

on batch veri cation for PEQDL. Bucket test forms groups of t he instances to be batched, and
performs random SE tests on them. Our SE test can be extendedaturally to Bucket test for batch
verifying PEQDL. However, the extension of SE test to Buckettest for batch verifying PEQDL is
omitted for simplicity. In the theorems below, we batch the veri cation of j instances of PEQDL
on one participant (i = 1), and omit the subscript i.

3.1 Batching PEQDL Within The Same Cyclic Group

Theorem 1 provides the foundation for batching PEQDL within the same cyclic group.

Theorem 1. For j 2 f1,:::;mg, G is a cyclic group with g as the smallest factor of ordG),
generatorsg and ¢, and a security parameter|, where 2' <. The small exponentst; are fandom
m t

I-bit strings, and y;z 2 G. If 9k 2f1;:::;mg” logyy 6 log ¢, z, then logyy € logq,, 4 j=
i=1 6
with a probability (taken over choice oftj) of no less thanl 2 !

To prove Theorem 1, we rst prove the following lemma:

f1;:::7k L k+1;:::;mgg, then there is only at most onety satisfying logyy =logQ, i jmzl zjtj ,
i=1 6

Proof (Lemma 1). If the lemma is incorrect, the following two equations are séis ed simultaneously
where logy 6 log, z« and ti 6 t}.

t.
logyy =logQ,, Ji sz

=L

N1 o W
C )@ 7

logyy = Iog(Qk Ly
j j=1 j=k+1

0

tp. Q ti
k m

i=1 G )X i=k+1 CjJ)

Supposey = g*, we re-write the two previous equations as:
Y Hyx — y tj
( ¢)y= gz
i=1 j=1
lYlt- o T ti \\ x I’Ylt- N
C G)EDH SN = Z)ZX

j=1 j=k+1 j=1 j=k+1

1§
Z; )
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Without losing generality, suppose tE > ty, we can simplify the previous two equations to be

0 0 X X X
Gl W = gk % o (Z—t)t(k’ ' = 1. As & 2 G, t) tcis a factor of ord(G) if 3 6 1. Since
0<t? tx<gq, therefore, g—t =1 or g = z. This is contradictory to the assumption of logyy 6
log, Zk- u

Proof (Theorem 1). Lemma 1 means that among the (9™ possBIe combinations oft; for j 2
f1;:::;mg, at most (2')™ * of them can satisfy log,y =logq,, i j”ll zjtj when log,y 6 log G Z-
=1 G

Therefore, given a randomt; forj 2 1;:::;mg, iflogyy 6 log G & thenlogyy =logQ,, i Qjm:1 thj
=1 G

is accepted with a probability of no more than 2 !. u

3.2 Batching PEQDL In Dierent Cyclic Subgroup of z

p

applications there is uncertainty of satisfaction on this condition, and additional computation is
often required to verify the condition. This is a problem ignored by Bellare et al. [3]. In reality, this
extra computation is too expensive so that in many cases it pevents the applicability of Theorem 1.
To overcome this problem, Theorem 2 is proposed. This theora does not require the pre-
condition that the LHS and RHS of the batching equation be in the same cyclic subgroup oZ,

Theorem 2. Supposep and g are large primes, such thatp=2q+ 1. G, of order g and generator

g, is a cyclic multiplicative subgroup in Z,. For j = 1;:::;m and X 2r Zg, y = ¢4 2 Z,
| is a security parameter satisfying2' < 8 and tj 2g f1;::: :2g. If 9k 2 f1;:::;mg~ logyy 6
loge, zx modp, then log,y 6 logo,, j’“:l zjtj with a probability of no less thanl 2 '.

j=1

Due to similarity of Theorem 2 and Theorem 1, we defer the probfor Theorem 2 to Appendix A.

3.3 Screening

For m ciphertexts processed in threshold decryption, the previas two theorems are suited to batch
each veri cation of valid decryption shares produced by oneparticipant P;. Thus, if the batch
veri cation fails, we can identify that particular partici pant to be dishonest. This is examined in
detail in Section 4 and Section 5.

In this subsection, we brie y explain another type of batch verifying valid decryption shares
using a common base (same ciphertexts, di erent participans). If there is only one message in the
threshold decryption process (h = 1), we can slightly modify the two theorems above to verify
valid decryption shares produced by all the participants f P; g together as:

logg( vi') =logc(  Z')
i=1 i=1

We call this technique “screening' because it can only detédnvalid decryption share(s), but is
unable to identify the dishonest participant(s). However, divide and conquer, cut and choose, or
binary search method [15] can be applied for identifying thebad decryption share(s), thus identifying
the dishonest participant(s). Note that this technique only o ers considerable performance increase
if used in identifying dishonest participants in a large graup (i.e: n is large).



4 Applications in Threshold Decryption

In this section, we present the application of our batching theorems (Section 3) to batch verify
threshold versions of three popular cryptosystems - thresbld ElGamal, RSA, and Paillier. We
apply Theorem 2 to batch verify threshold EIGamal, and Theorem 1 to batch verify threshold RSA
and threshold Paillier. The protocols presented in this setion are based on Chaum-Pedersen [6]
with a slight modi cation where the veri er randomly select s the small exponents on the rst step.

4.1 Batch Veri cation in ElIGamal
Theorem 2 is suitable to batch verify threshold EIGamal as:

1. For threshold version of ElGamal, the groupG is the subgroup ofZ, with an order q.

whether 0<vi;z; <p.
3. The valuesg 2 G and j 2 G are publicly veri able by testing % =1and FJ =1 (using
the Legendre symbol as in [13]). This proveg and ; to be generators ofG, if g 6 1.

2 <q.

According to Theorem 2, veri cation of PEQDL in threshold El Gamal (Equation 1) can be
batched using SE test as:
Nl
tisj
Iogg(vi)=logQ_ml g (o zy) 3
1= ] J=l

To verify: log 4(vi) = log j(Zi;j ),fori2fl;:::;;ngandj 2f1;:::;mg.
Pi Veri er

ti;

ri 2r Zq
_ ri
i1 = gQ' mod p
b2 = (L i)' mod p
i1 Q2
!
Ui 2R Zq
Ui
w; =r; uidi modq
Wi

i1 = g¥v' mod

Yl_an\ﬂll i \AF/)

2= (g i )"
(T (2 ) ) mod p

Fig. 2. Batch veri cation of valid decryption shares for threshold version of EIGamal cryptosystem.

Interactive batch veri cation protocol for threshold vers ion of EIGamal is shown in Figure 2.
Using a hash function and employing the well-known Fiat-Shanir heuristic [11], the protocol can



be made non-interactive by producing the challengeu; using a collision-resistant hash functionH ,
whereH :(0;1) ! Zgandj 2f1;:::;mg, as follows:

U= HC i1 2,9V 1Zi)

Producing the small exponents non-interactively requiresa di erent scenario further explained
in Section 5.2. We slightly extend the coin- ipping protocol for the participants to provide a shared
source of randomness. This is required in order to prevent anpver from cheating by trying multiple
zij values until a suitable tj; value is found. The random values provided are then used to copute
the small exponents using a collision-resistant hash funabn. These are conducted during the shared
decryption stage. The protocol to produce the small exponets is shown in Figure 3 and is detailed
as below.

1. Each participant (prover) P; selects a random value j, commits to it using a suitable commit-
ment function, e.g: a hash function asH ( i), and publishes the commitment.

2. Each participant P; then produces and publishes their decryption share ag;; =

3. The random value ; selected in the rst step is then revealed by publishing it.

4. The random small exponents are then calculated using a clidion-resistant hash function as:

d

P, P, Pn

# # #
H(1) H(2) H(n)

# # #

215 Z3; Znjj

# # #

t1 t2 tn
ti=H(1; 2;:::; n; j;j)mod?2

Fig. 3. Producing the small exponents non-interactively

Note that the use of digital signature on the published values is required to authenticate them.
Non-interactively, each prover uses the same small exponé&nt; as opposed to using di erentt;;
values provided by the veri er for each prover in the interactive version.

The prover then publishes (i.1; i:2; w;) for public veri cation. The veri cation process can be
conducted publicly by calculating the small exponents and ballenge as above, and checking:

i1=g"'vi' modp

2= (™ (z;)")" modp
j:l J=l

If all these are satis ed, the veri cation is accepted. Otherwise, it fails.
We are only convinced that if there existsk where 1  k m and Iogg(viz) = log j(ziz;j ),

the batch veri cation can only be passed with negligible prdbability. Namely, unless z; = jd',
the batch veri cation will always fail. Thus, our batch veri cation result is not yet satisfactory as

Sj = jdi may also satisfy our batch veri cation. This will lead to inc orrect decryption. To X



this, the decryption requires one extra step, i.e: multiplying s; with (1) when's; 2 G. After s;

is recovered through the threshold decryption procedure, w test if

symbol). If it is accepted, s; 2 G. Otherwise, s; =

o =1 (using the Legendre

sj mod p. Then the original secret message is

recovered as# mod p. The additional cost is only one exponentiation.

4.2 Batch Veri cation in RSA

Pj
ti;j
ri 2r Zn
1= v('?i mod N
ii2 = ( jm:1 (¢' )% )" mod N
i1y 02
!
uj
Wi = T ui d;
Wi

To verify: log , (vi) = log .4 (ziz;j ),fori2fl:::;ngandj 2f1;:::;mg.
]

ui 2r [0;A)

1= vAv' modN
2 =( Qjm:l (Cj4 )li;j )Wi
(7L (25)% )" mod N

Fig. 4. Batch veri cation of valid decryption shares for threshold version of RSA cryptosystem.

Theorem 1 is applicable to batch the veri cation of RSA threshold decryption shares as:

1. For threshold version of RSA cryptosystem,G is the cyclic group containing all the squares in
Z, with order M = p%P the smallest factor of which is min(p ¢9.
2. The valuev is trusted to be a generator of squares irZ,,. As v; is produced usingv, and 2,2J

are squares that can be generated by the veri er, thusv;; z2

inZy).

i 26 (cyclic subgroup of squares

3. The value ofcj4 Is a square, andv is trusted to be squares inZy chosen by the trusted dealer.
Therefore, both cj4 ;v 2 G. Thus, cj4 and v are generators ofG (see [20]) with a very large

O+Ol
p*q )

2" < min (p® 0.

According to Theorem 1, SE test can be implemented as the fadwing:

yn

10, (Vi) =109 @ (s iy (- (2)") 4)
j=1

J_

Interactive batch veri cation for threshold version of RSA is shown in Figure 4. Where A
ord (G) is much smaller than N, the challenge u; must be chosen in [0A) such that the shared
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secret keyd; is statistically hidden in the responsew; as in [17,2]. Analysis in [17] suggests the
minimum size of the challengejAj to be 80 bits, and 128 bits for more secure applications.

Using a hash function and employing the well-known Fiat-Shanir heuristic, the protocol is made
non-interactive similar to the previous section. The prove produces the small exponents as shown
in the previous section (Figure 3), and produces the challege u; using a collision-resistant hash

tj = H(ty;t;:::5tn; §;j) mod 2
Ui=H( i1 i2ViviiG 2z

The prover then publishes (i.1; i:2;w;) for public veri cation. The veri cation process can be
conducted publicly by calculating the small exponents and ballenge as above, and checking:

i1=Vv¥v' modN

yn yn
2= (@) (@) mod N
i=1 j=1

If all these are satis ed, the veri cation is accepted. Otherwise, it fails.

Unlike in threshold ElGamal, extra veri cation to ensure th at decryption shares passing the
batch veri cation are not  z;; is not necessary. This is because decryption shareg; are explicitly
squared in the share combining phase to reconstruct the seet message.

4.3 Batch Veri cation in Paillier

Theorem 1 is suitable to batch verify threshold Paillier. Interactive and non-interactive batch ver-
i cation for threshold version of Paillier is similar to tha t of threshold version of RSA. Due to
similarity to that of threshold version of RSA, we provide more details in Appendix C.

5 Security Analysis

5.1 Completeness

Completeness of each of the three protocols in Section 4 israight-forward. This is because if the
batch veri cation equations in the three protocols are correct, they output positive results.

5.2 Soundness

The three protocols in Section 4 are very similar. They are baed on Chaum-Pedersen's protocol.
We slightly modify the protocol where the veri er randomly s elects the small exponents at the
beginning of the protocol run. The proof of soundness for theprotocols follows from Chaum-
Pedersen's scheme as they are essentially the same. The shetponentst;; are chosen randomly
in a very similar manner (tj < 2') to choosing the random challenge.

Given the same random small exponents and commitments, no niger which challenge is chosen,
the prover reveals no other information than the fact that th e discrete logarithms of the veri cation
key to the base of veri cation base equals the discrete logathms of the product of the decryption
shares to the base of the product of the ciphertexts (Equatio 3, 4, and 6).

In the interactive version, the probability for a prover to ¢ heat is negligible. It is not feasible to
forge the decryption shares where the veri cation is acceptd without the knowledge of the share
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decryption key. Also, where the prover indeed holds the degmtion key share, the probability of
producing bad decryption shares where the veri cation is acepted is also negligible. This is because
the small exponents and challenge are chosen randomly by theeri er. For example, in batching
the veri cation of correct EIGamal decryption shares, the probability of a prover guessing a correct
random small exponent and challenge, and the veri cation isaccepted is 2'q 1.

In the non-interactive version, we also follow Chaum-Pedesen's protocol with a slight addition
in choosing the random small exponents (Figure 3) based on # coin- ipping protocol. We avoid
the use of a hash function with the input (the decryption share z;; ) chosen by a single prover to
compute the small exponents. This is because it might be po#sle for a dishonest participant to
try xing the decryption share(s) and produce the small exponents, such that the veri cation is
accepted and the share combining fails. A distributed soure of randomness (based on the coin-
ipping protocol) is required as the small exponents are ony of length |, wherel is small.

The probability of a prover forging his decryption share and xing the small exponent share is
negligible. This is because the prover is required to commito the random share rst before publish-
ing his decryption share, and the small exponents are prodwed by hashing the combined random
shares (common reference string) of all the participants. A a collision-resistant hash function is
used to produce the small exponents, a prover can only attempto forge his decryption share if all
the participants collude.

The rest of the protocol is a -protocol [7], and thus has a special soundness property as
proven in [7]. The proof of soundness for the batching operan has been proven in Section 3.1 and
Section 3.2.

5.3 Error Probability

In any of the three batch veri cation protocols presented, the probability that a dishonest partici-
pant is discovered is overwhelmingly large as the following

{ As indicated by Theorem 1, the probability that the batch ver i cation equation is satis ed given
incorrect share decryption(s) is 2 '.

{ As the prover has to guess the challengag; at random, the probability that the batch veri cation
test is accepted where the batch veri cation equation is notsatis ed is %

{ Therefore, the probability that the batch verication is no t accepted given incorrect share
decryptionis (1 21 q 1)

As q !is very small, e.g: 2 1924, the probability that a dishonest participant being undete cted
given incorrect share decryption(s) is approximately 2 !.

6 E ciency Analysis

Most schemes employing threshold decryption take the decption process for granted. For example,
in the mixnet scheme by Boneh and Golle [4], they focus on impving the e ciency of correct
mixing operation and only mention the use of threshold decrytion. Using our result, the overall
performance of the mixnet scheme can be greatly improved.

We follow Bellare et al. in measuring the cost of our algorithms, whereExpCost™(l) denotes the
time to compute m exponentiations in a common base with di erent exponents ofthe same length
|. The computational cost comparison of naive veri cation against interactive batch veri cation for
threshold versions of three popular cryptosystems - EIGami RSA, and Paillier - is summarised in
Table 1 in terms of the number of modular multiplications required.
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SupposeExpCost(x) = 1:5x and ExpCost/(x) = y + 0:5xy. Table 1 also illustrates an example
of verifying valid decryption shares from 50 (m = 50) ciphertexts for 10 participants (n = 10,
log, 22), where the length of the integers involved is 1024 bits ash the acceptable error is 2 2°
(I = 20). Implemented in the mixnet of Boneh and Golle, our resut o ers a great reduction of the
computational cost in the threshold decryption phase of theshu ed ciphertexts to be decrypted
in the nal phase of mixnet.

Table 1. Performance (number of modular multiplications required) comparison on interactive batch veri cation
of valid decryption shares for threshold versions of three popular cryptosystems, with 10 participants (decrypting
authorities, n = 10), 50 secret messages to processni = 50), and 2 2° acceptable error (I = 20).

| I Naive | Batch |

ElGamal |Each prover m(2ExpCost(log, q) + 1) ExpCost™ (log, I)
+2 ExpCost(log, q) + 1

= 153650 | = 3623 (97.64% more e cient)
Veri er 2nm ExpCost-(log, q) n(2ExpCost™ (log, I)
+2 ExpCost?(log, q))

= 1026000, = 31520 (96.93% more e cient)

RSA |Each prover| m(2ExpCost(log, M) + 1) ExpCost™ (log, +log,!+2)
+2ExpCost(log,M )+ m +2
= 153650 | = 4274 (97.22% more e cient)
Veri er 2nm ExpCost?(log, M )| n(2ExpCost™ (log, +log, | +2)
+2 ExpCost?(log, M ))
= 1026000, = 43520 (95.76% more e cient)

Paillier |Each prover|im(2ExpCost(log, MN ) + 1) ExpCost™ (log, | +2)
+2 ExpCost(log, MN )+ m +1
Veri er 2nm ExpCost?(log, MN ) n(2ExpCost™ (log, | +2)

+2 ExpCost?(log, MN ))

The performance increase in Table 1 is calculated based on ¢hdi erence of modular multiplica-
tion required in the naive and batch version. According to Table 1, it is estimated that performance
increase when batch veri cation is employed would be about 9%.

Our results o er better proving and veri cation performanc e, while the probability of an in-
valid decryption share being accepted is no more than 2. When m increases, the computational
veri cation cost saved by using our scheme also increases.

7 Conclusion

The SE test by Bellare et al. is originally designed to batch verify modular exponentiatons in the
context of signature veri cation. We modi ed and extended t he scheme to batch verify PEQDL in
the context of threshold decryption.

The scheme presented in this paper greatly improves the e cency of identifying correct decryp-
tion shares (honest participants) with an overwhelmingly high probability when a large number of
ciphertexts are involved. The bucket test by Bellare et al. (a variant of SE test) can similarly be
modi ed and extended to achieve better e ciency.

It is quite straight-forward to apply the scheme to batch verify decryption shares in threshold
version of Paillier cryptosystem [9], similar to that of thr eshold version of RSA. The application is
provided in the appendix.
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Our scheme can easily be implemented in cryptographic apptations employing threshold de-

cryption in lowering their computational cost. This o ers g reat performance benet to various ap-
plications requiring veri cation of many PEQDLS, such as in secure e-auction or e-voting schemes.

8

Acknowledgements

We acknowledge the support of the Australian government though ARC Discovery 2002, Grant
No: DP0211390; ARC Discovery 2003, Grant No: DP0345458; andRC Linkage International
fellowship 2003, Grant No: LX0346868.

References

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.

Masayuki Abe and Koutarou Suzuki. M+1-st price auction us ing homomorphic encryption. In Public Key
Cryptography|PKC 02 , pages 115{124, 2002.

Olivier Baudron, Pierre-Alain Fouque, David Pointcheva |, Jacques Stern, and Guillaume Poupard. Practical
multi-candidate election system. In Twentieth Annual ACM Symposium on Principles of Distribute d Computing,
pages 274{283, 2001.

Mihir Bellare, Juan A. Garay, and Tal Rabin. Fast batch ver ication for modular exponentiation and digital
signatures. In Advances in Cryptology|EUROCRYPT 98 , pages 236{250, 1998.

Dan Boneh and Philipe Golle. Almost entirely correct mixi ng with applications to voting. In  ACM Conference
on Computer and Communications Security|CCS 02 , pages 68{77, 2002.

Colin Boyd and Chris Pavlovski. Attacking and repairing b atch veri cation schemes. In Advances in Cryptology|
ASIACRYPT 00 , pages 58{71, 2000.

David Chaum and Torben Pryds Pedersen. Wallet databases with observers. In Advances in Cryptology|
CRYPTO 92, pages 89{105, 1993.

Ronald Cramer and Ivan Damgrd. Secure signature schemes based on interactive protocols. In Advances in
Cryptology|CRYPTO 95 , pages 297{310, 1995.

Ronald Cramer, Rosario Gennaro, and Berry Schoenmakers. A secure and optimally e cient multi-authority
election scheme. InAdvances in Cryptology|EUROCRYPT 97 , pages 103{118, 1997.

Ivan Damgard and Mats Jurik. A generalisation, a simpli  cation and some applications of paillier's probabilistic
public-key system. In Public Key Cryptography|PKC 01 , pages 119{136, 2001.

Ivan Damgrd and Mads Jurik. E cient protocols based on  probabilistic encryption using composite degree
residue classes. Cryptology ePrint Archive, Report 2000/0 08, 2000. Available from http://eprint.iacr.org ,
last accessed 26 June 2003.

Amos Fiat and Adi Shamir. How to prove yourself: Practica | solutions to identi cation and signature problems.
In Advances in Cryptology| CRYPTO 86 , pages 186{194, 1986.

Pierre-Alain Fouque, Guillaume Poupard, and Jacques Stern. Sharing decryption in the context of voting or
lotteries. In Financial Cryptology|FC 00 , pages 90{104, 2000.

Fumitaka Hoshino, Masayuki Abe, and Tetsutaro Kobayash i. Lenient/strict batch veri cation in several groups.
In Information Security, 4th International Conference, ISC 0 1, pages 81{94, 2001.

Pascal Paillier. Public-key cryptosystems based on conposite degree residuosity classes. InAdvances in
Cryptology|EUROCRYPT 99 |, pages 223{238, 1999.

Jaroslaw Pastuszak, Dariusz Michatek, Josef Pieprzyk, and Jennifer Seberry. Identi cation of bad signatures in
batches. In Public Key Cryptography|PKC 00 , pages 28{45, 2000.

Torben P. Pedersen. Non-interactive and information-t heoretic secure veri able secret sharing. In Advances in
Cryptology|CRYPTO 91 , pages 129{140, 1992.

Guillaume Poupard and Jacques Stern. On the y signature s based on factoring. In ACM Conference on
Computer and Communications Security|CCS 99 , pages 37{45, 1999.

Kazue Sako. An auction protocol which hides bids of losers. In Public Key Cryptography|PKC 00 , pages
422{432, 2000.

Adi Shamir. How to share a secret. Communications of the ACM, 22(11):612{613, November 1979.

Victor Shoup. Practical threshold signatures. In Advances in Cryptology|EUROCRYPT 00 , pages 207{220,
2000.



14
A Proof of Theorem 2

To prove Theorem 2, we rst prove the following lemma:

Lemma 2. If 9k 2 f1;:::;mg” logyy 6 log. ~z, given a denite set S = ft;jt; < 2N 2

f1;:::5k L k+1;:::;mgg, then there is only at most onety satisfying logyy =logQ, i szl zjtj ,
i=1 G

Proof (Lemma 2). If the lemma is incorrect, the following two equations are s#is ed simultaneously
where log,y 6 log,, z and t 6 tp.

oo
loggy=loge, &4 7z
=17 J=l
Pyl t t
108y =109 @, 1) 12 Q1 7))z B z')
=t G NG J k+1 5 7 j=1 j=k+1
Asy = g*, we re-write the two previous equations as:
y Hax — y th
( G ) = i
j=1 j=1
PYlt- t oy X I>Ylt- ty oo
(G g N =0 7Nz z')
j=1 j=k+1 j=1 j=k+1

(tk t) tk tk

= z2 . Thus, (%)t(k) =1,
Becausei 2Z,t) tcisafactorofp 1 |f 6 1.As1 t<td, 0<t? tx<q.Hence, if
t? tyisafactorofp 1,t2 tg=2. Therefore, & =1 (C‘;)2 = 1. In short % = log= z.
This is contradictory to the assumption of Ioggy 6 logg, . u

Without Iosmg generality, supposet0 > ty, we can write ¢

Proof (Theorem 2). Lemma 2 means that among the ()™ possible combinations oft; for j 2
t.
f1;::::mg, atmost (2™ ! of them can satisfy log,y = IogQm cj‘i j"‘=1 Zj' when log,y 6 log 6 Z-

m

Therefore, given arandomt; forj 2 1;:::;mg, iflogyy 6 IogC zj,thenlogyy =logQ, i szl Z;
iz G

is accepted with a probability of no more than 2 ! u

B Threshold Paillier

Based on Shoup's threshold version of RSA signature, Fouquet al. proposed a threshold version of
Paillier cryptosystem [14] in the context of voting or lotte ries [12]. The scheme was later improved
by Damgrd and Jurik [10] oriented toward a homomorphic e-v oting scheme. We recall the protocol
as follows:

1. Key generation and sharing:
Randomly select primesp® and o, such that p=2p°+ 1 and q=2q°+ 1 are strong primes, and
GCD(N; (N))=1, where N = pgand M = p%P. Selectd and e, such that d =0 mod M and
d= e ! modN. Choose a randomb 2 Z,, and setg = (1 + N)®tN mod N 2. Using Shamir's
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secret sharing scheme, lef (x) = P tr -0 &x" modNM , whereap = d and random values for
therestoffa,g2fl;:::;N M 1g. Fori 2f1;:::;ng, distribute the secret shared; = f (i)
to n participants P;. Select a randomyv, a square that generates the cyclic group of squares
in Z to be the verication base. Each participant P; then computes their corresponding

NZ!
veri cation key vi = v9 i modNZ2and = n!. The parametersN;g;v and v; are made public,
while M; p; q; p% o® d; e and d; are kept secret, where 2 f 1;:::;ng.

2. Encryption:
Select a randomr 2 Z,, and encrypt a secret messags asc= grN mod N2,

3. Shared decryption:
Each participant P; computes the decryption sharez; = ¢29 i and proves the knowledge of the
secret shared; using non-interactive zero-knowledge that:

log, (Vi) = log «+(2) ®)

Although the veri cation of the orders of v and ¢* is mentioned in [10], in our scheme they are
of order MN with a large probability ( M) as they can be veri ed to be squares. Therefore
it is a veri cation of PEQDL in the same group.

4. Shares combining:
Correct decryption sharez; of P; is veri ed as P; proves the knowledge ofi; shown in the previous
step. S is the set of more thant + 1 participants providing correct shares The original message

28
is (rgeconstructed by computing s = "(CO) mod N, where c® = lesz, * modN?, and §; =
iosi%si o 2 Z. The reconstructlon is correct asc® has the form c®= ¢# *f@ = ¢4 *d,

Note thatas 4 2d=0mod and4 2d=4 2e modN, thus = (1+ N)* *SmodN2. As
s is the original messages can be reconstructed as above.

As in the original scheme [10],v is chosen to be a generator of the group inZ,, by the
trusted dealer. Therefore,v and v; are squares in the group ofZ,. As a result, when veri cation
of Equation 5 is performed to check the validity of the decrygion share, it is guaranteed to be
PEQDL in the same cyclic group with a large probability.

C Batch Veri cation for Threshold Version of Paillier

Theorem 1 is suitable to batch verify threshold Paillier as:

1. For threshold version of Paillier, G is the cyclic group of all the squares inZ, with order
MN = pgptC the smallest factor of which ismin (p;q; .

2. The valuev is trusted to be a generator of squares irZ,,. As v; is produced usingv, and lej
are explicitly squared by the veri er, thus vj;z; 2 G (cyclic group of squares inZ,,).

3. The value of(:j4 is a square, andv is trusted to be squares inZ,;, chosen by the trusted dealer.
Therefore, both ca-“;v 2 G. Thus, cJ4 and v are generators ofG with a very large probability
(ord(MN ))

4. Fori2fl;:::;ngandj 2f1;:::;mg, tj; can be chosen randomly while still satisfyingt; <
2 < min(p,q,p?,q%.

According to Theorem 1, veri cation of PEQDL in threshold Paillier (Equation 5) can be
batched using SE test as:

Iogv(v.) - Iog Qm (C4)t|1 ( (le )tIJ ) (6)
i=
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To verify: log , (vi) = log Cjzl(zfj ), fori2f1;:::;ngandj 2f1;:::;mg.
P; Veri er

ti;j
ri 2r Zn
1= v mod N2
i 2 :( jm:1 (Cj4)li;j )ri mod N 2
ii1s 02
ui 2r [0;A)
Ui
Wi =T Uuid
Wi
1= v(%iviui mod N 2
= m Ayti \Wi
I;Z—(szl(cj) ! )
(7L (25) )" mod N2

Fig. 5. Batch veri cation of valid decryption shares for threshold version of Paillier cryptosystem.

Interactive batch veri cation for threshold version of Pai llier is shown in Figure 5. Where A
ord(G) is much smaller than N, the challenge u; must be chosen in [QA) such that the shared
secret keyd; is statistically hidden in the responsew; as in [17,2]. Analysis in [17] suggests the
minimum size of the challengejAj to be 80 bits, and 128 bits for more secure applications.

Using a hash function and employing the well-known Fiat-Shanir heuristic, the protocol is made
non-interactive. The prover produces the small exponentd; , and challengeu; very similar to the
non-interactive protocol explained in Section 4.1 and Sedon 4.2.

Unlike in threshold ElGamal, extra veri cation to ensure th at decryption shares passing the
batch veri cation are not  z;; is not necessary. This is because decryption sharesg; are explicitly
squared in the share combining phase to reconstruct the seet message.



